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TR Teaching Scheme Continuous Assessment (A) Semester End Examination (B)
Se. |, Apgregate
Neo, SDUs s ];tll::;y P:::i';nl T;;:::i;l ;:;;": '-ll'-:sln; Tolal (x+b) [ Term work | CA Total | Duration | Theory Oral Pract C:;::' SEE Total (G2B) (Credits
" i 4 (FT1)-a | (TT2)-b
DISz2ICCT0Y Blockcham for Cybersecurny 3 - - 20 15 55 - 3s 2 53 - - - 65 100 3
1
DISZ2ICLT0] Blockeha for Cybersecunly Laboratory - 2 - - - - 23 25 2 - 23 - - 25 50 1
DISzZ2ICCI02 Industrial Intemnet of Everything 4 - = 20 15 35 - 35 2 4] - = - 65 100 1
2z
DJS2ZICL702 Industrial Interet of Evenvthing Laboratory - 2 - - - - 25 25 2 - 25 - - 2% 50 ]
DISZ2ICECT0L] Deep Learning 3 - - 20 15 35 - 33 2! 65 - -- e 03 100 3
DISZZICEL7D] [Deep Learning Labormatory - 2 - - - - 25 25 2 - 25 - - 25 30 L
DIS22ICECTDL2 Malwarse Analysis 3 - - 0 15 35 - 35 2 65 - = = 63 100 3
3a
B DISZ2ICEL7012 Malware Analysss Laboratory - 2 - - - - 25 25 2 - 25 - - 25 50 1
DIS22ICCCT012 Soflware Testing and Quality Assurance B3 - = 20 15 15 - 35 2 63 - = - a3 100 3
.[;JSZZI('EL?IJI 3 Software Testing and Quality Assurance Laboratony -- 2 - - - - 25 23 2 - 25 - - 25 50 1
DIS2ZILO70L1 Product Lifecycle Management
DISZ2ILOTONZ Management Information System
DIS221L.07013 Operations Research
DJS2ZILO7014 Cyber Secunty and Laws.
DIS22ILO701 S Personal I-'m.mce Management
a4 3 - = 20 15 35 - 35 2 65 - = - 6% 100 3
DIS22IL0T016 Fnergy Audit and Management
DIS22IL0O7017 Disaster Menagement and Mitigation Measures
DIS22ILO7018 Science of Well-being
PISZ21LO7019 Research Methodology
DIS22MLO700 Publi; Systems and Policies
5 |DIS22ICP703 Project Stage 1 - 4 - - - - 50 50 2 -- - - 50 50 100 2
Total 12 i 0 80 &0 140 125 263 16 260 s 0 50 385 650 17
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|Program: B.Tech in Computer Science and Engineering (IoT and

Course ;: Blockchain for Cybersecurity

Course Code: DJS2Z2ICCT701 ,

Final Year Btech | Semester : VII
e =

Course Laboratory: Blockchain for Cybersecurity Laboratory

I Course Code: DJS22ICL701

1.

Introduction to Blockchain technology

2. Applied Cryptography

8

Network Security

Course Objectives: The objective of the course is

[T I o B

To understand how blockchain can be utilized for cybersecurity and privacy.

To analyze the potential utility of blockchain in digital forensic applications.

Teaching Scheme Evaluation Scheme
LB ) Continuous Assessment Semester £nd Examination Total
Marks (B
‘ Marks (A) arks (B) o
f l [ (A+B)
| Term Term Total Theory
Total | Test1 | Test2
Lecturesl Practical TutorialI Credits
i B3| T e gl (il
| | 20 i5 35 65 100
. | Term Work Laboratory
‘ Examination
e T T = M e s 1 p—— T
| Tutorial/Mini| Total | !
| Laboratory R | |
I | Work project/ Term | Oral Practical | Oral & 50
R presentation/ | work | Practical
3 2 4 Journal/ !
Practical |
i — S DA 5
15 % 10 25 ‘ 25 — - |
Vv g 1 e T i | S e
Prerequisite:

To explore emerging trends and innovations in blockchain technology and their implications for

cybersecurity practices.

To identify future research direction to implement secure blockchain technology system.

Course Outcomes: On completion of the course, learner will be able to:

N kW=

Understand the taxonomy of blockchain threats and vulnerabilities.

Develop blockchain based PKI solutions and apps for storing DNS entries.

Review existing blockchain based data sharing frameworks and identify strengths and weaknesses.

Evaluate decentralized distributed data sharing platform architecture using blockchain.

Design applications of blockchain in digital forensics.

Enable learners to detect, assess, and remediate smart contract vulnerabilities, ensuring robust and

secure smart contract development

By o, ,
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Unit

Detailed Syllabus:
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Description

Duration

1

' Blockchain Threats and Vulnerabilities;
Cybersecurity threats and incidents on blockchain network, Classification of blockchain
threats and vulnerabilities,
Clients vulnerabilities: Digital signature, Hash function, Mining malware, software’s
Flaw, User's address vulnerabilities
| Consensus mechanism vulnerabilities:51% Vulnerability, Alternative History Attack,
Finney Attack, Race Attack.Vector76 Attack
Mining pool vulnerabilities: Block Withholding Attack, Bribery Attack, Pool Hopping
Attack, Block Discarding Attack, Selfish Mining Attack, Fork-After-Withholding Attack
Network vulnerabilities: Partition Attacks, Delay Attacks, Distributed Denial-of-Service
Attack, Sybil Attack, Time-Jacking Attack, Transaction Malleability Attack
Smart contract vulnerabilities: Ethereum Virtual Machine Bytecode Vulnerabilities,
Solidity Vulnerabilities,

Cybersecurity with Blockchain:
Security services, Blockchain on the CIA Security Triad, Authentication mechanisms,
Two-Factor Authentication with Blockchain, PKI Infrastructure, Deploying PKI Based
Identity with Blockchain, Blockchain-Based DNS Security Platform, Deploying
Blockchain-Based DDoS Protection, EIP Black for DDoS attacks

Blockchain based Secure data sharing:

Issues with existing data sharing framework, Requirements for secure blockchain based
data sharing framework, blockchain based data sharing platforms and protocols: Case |
studies on Inter Planetary File System (IPFS), Ocean Protocol, and Enigma, Privacy-
enhancing technologies (PETs): zero-knowledge proofs, homomorphic encryption, and
ring signatures

10

06

00

| Blockchain based Digital Forensics Framework:

digital forensics framework

Ensuring Data integrity in Blockchain based platform:

Architecture of decentralized platform: Data encryption and distribution, Data decryption
and verification, Data provider, Data requester

Privacy-preserving searching model, Security analysis and evaluation: tamper proofing,
reliable storage and security

Overview of Digital forensics process and Blockchain technology, Challenges in digital
forensics and Feasible Solution Using Blockchain,

Blockchain-based evidence management and access control, Benefits of blockchain based
Smart Contract Security Auditing:

Types of Smart Contract Audits: Manual Code Review vs. Automated Security Analysis
Automated Security Analysis Tools: Mythril, Slither, Echidna, Manticore, Manual Code
Review Techniques, Threat Modeling and Risk Assessment, Static and Dynamic Analysis
of Smart Contracts, Audit Report Writing and Remediation Strategies

"~ Total

g
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06

06
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39
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| List of Laboratory Experiments:

E— _— 5 —_— —_— S _
Sr. No. Suggested Experiments
1 | Conduct code reviews and static analysis to identify potential security flaws such as
reentrancy bugs, integer overflows, or unchecked user inputs in smart contract l
2 Demonstrate how to use penetration testing tools (Metasploit, Burp Suite) to 1dent1fy '
_ vulnerabilities in blockchain nodes, wallets, or communication channels
3 Deploy the publn key infrastructure (PK1) with an Ethereum blockchain ]|
4 T_Implcn'lcnt Fthereum based secure DNS infrastructue

& Deploy the blockchain-based DDoS protection platform

h

o De\TelopTi’,lockch_ain-basgd PKI solutions and apps for stering DNS entries

— T A
7 Create smart contracts for tasks such as data validation or access control.
e v e e ——— s —————= = - e
8 Install Mythril, Slither, Echidna, and Manticore in a Linux-based environment, Deploy vulnerable
| smart contract. C ompare the effectiveness of different security analysis tools '
9
} Perform a threat modeling exercise on a deployed smart contract. ‘
10 ‘ Conduct a complete smart contract audit and generate a professional audit report. T
T ] Design and implement a blockchain-based secure data slﬁ_a_ring solution for a specific =

| use case

12 | Write Smart Contracts with Hyperledger Composer
|

13 | Design transaction model and chaincode with Golang.

14 Deploy Composer REST Gateway

- SN —

) =L e . |
15 | Access the Composer transactions Maintain, monitor, and govern blockchain solutions I

—t

Anyﬁher_expe.riment based ondéyllabus may be included, which would help the learner to understand

topic/concept.

Bocks Recommended:

Text Books:
1. Yassine Maleh, Mohammad Shojafar, Mamoun Alazab, Imed Romdhani, Blockchain for

Cybersecurity and Privacy: Architectures, Challenges, and Application, 1 Edition, CRC Press.

Taylor & Francis Group, ISBN: 9781000060164, 2020.

R. Gupta, Hands-on cybersecurity with blockchain, 1* Edition Packt Publishing, [SBN:

078788990189, 2018.

3. Rajneesh Gupta, Hands-on Cybersecurity with Blockchain. Implement DDoS Protection, PKI-based
Identity, 2FA and DNS Security using Blockchain, Packt Publishing, 2018.

4, Richard Ma, Jan Gorzny, Edward Zulkoski, Kacper Bak, Olga Mack, Fundamentals of Smart Contract
Security,1* Edition, Momentum Press, ISBN:978-1949449372, 2019
5. Ghassan Karame, Elli Androulaki, Bitcoin and Blockchain Security, Artech Publisher, 2017.

]
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Reference Books:

[

4,

Alessandro Parisi , Securing Blockchain Networks like Ethereum and Hyperledger Fabric, Packt
Publishing, [SBN: 9781838646486, 2020.

Nitin Gaur, Hands-On Blockchain with Hyperledger: Building decentralized applications with
Hyperledger Fabric and Composer, Packt Publishing, 2018.

Richard Ma, Jan Gorzny, Edward Zulkoski, Kacper Bak, Olga V. Mack, Fundamentals of Smart
Contract Security, Momentum Press, 2019,

Kevin Werbach, the Blockchain and the New Architecture of Trust, the MIT Press, 2018.

Web resources:

1.

4.

Blockchain and Cybersecurity:
https://www2.deloitte.com/content/dam/Deloitte/tr/Documents/technology-media-
telecommunications/Blockchain-and-Cyber.pdf

Blockchain Security :"https://www.edx. org/course/blockchain-andfintech-basics-applications-and-

limitations

Best Practices for Smart Contracts Security: hitps:/www.leewayhertz.com/smart-contracts-security/

Blockchain Security: https:/www.ibm.com/topics/blockchain-security

Online Courses: NPTEL / Swayam

I.

[

4,

Blockchain and its Applications, By Prof. Sandip Chakraborty, Prof. Shamik Sural, IT Kharagpur

https:/fonlinecourses.nptel.ac.infnoc23_csd7/preview
Blockchain Architecture Design and Use Cases, By Prof. Sandip Chakraborty & Dr. Praveen

Jayachandran | IIT Kharagpur and IBM,

https://onlinecourses.nptel.ac.in/noc19_cs63/preview
Blockchain, By Dr.Mayank Aggarwal ,Gurukul Kangri Vishwavidyalaya,Haridwar

https://onlinecourses.swayam2.ac.infaic2] _ge(1/preview

Cyber Security and Privacy, By Prof. Saji K Mathew, IIT Madras
https://onlinecourses.nptel.ac.in/noc23_cs127/preview

Cyber Security, By Dr.G.Padmavathi, Avinashilingam Institute for Home Science & Higher
Education for Women,Coimbatore

https://onlinecourses.swayam2.ac.in/cec20_csl5/preview

Continuous Assessment (A):

Theory:
1. One term test of 20 marks and one term test/presentation/assignment/course project/Group discussion/

any other of 15 marks will be conducted during the semester.

2. Total duration allotted for writing Term Test 1 paper is 1 hr.

3. Total duration allotted for writing Term Test 2 paper is 45 minutes.

SN
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Laboratory: {Term work)
Term work shall consist of minimum 8 experiments.
The distribution of marks for term work shall be as follows:
i. Laboratory work (Performance of Experiments): 15 Marks
ii. Journal documentation (Write-up and/or Assignments): 10 marks
The final certification and acceptance of term work will be subject to satisfactory
performance of laboratory work, and upon fulfilling minimum passing criteria in the

term work.

Semester End Examination (B):
Theory:
1. Question paper will be based on the entire syllabus summing up to 65 marks.
2. Total duration allotted for writing the paper is 2 hrs.
Laboratory:
Oral examination will be based on the entire syllabus including, the practical’s

performed during laboratory sessions

Ve (5 gt oy

Prepared by Checked by Head of the Department  Vice Fyincipal Principal
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|l_-"rogram: B. Tech in Computer Science and Engineering (IoT and Final Year | Semester : VII
Cybersecurity with Block chain Technology) B.Tech
Course: Industrial Internet of Everything Course Code; DIS22ICC702
Course Laboratory: Industrial Internet of Everything Laboratory Course Code: DJS2ZICL702
Evaluation Scheme
Teaching Scheme (Hours/week) Continuous Assessment | Semester End Examination Total
| Marks (A) Marks (B) ———
i A+B)
Term |Term| Total Theory (
Total | Test1 |Test2
Lectures| Practical| Tutorial | Credits
20 15 35 65 100
Term Work Laboratory
Examination
Laborafory 'l:ll.tﬂl'ia.lf Total
'Work Mini project| Term Oral Practical | Oral & 50
- / work Practical
3 2 4 | presentation/
| Journal/
. | Practical
15 10 ) 25 — -

Prerequisite:
1. Embedded System and loT
2. Internet of Things with Real Time Applications
Course Objectives: The objectives of the course are:
1. To understand the key skills of Industrial 10T and Applications.
2. To analyse the suitable Industrial Intemet Architecture Framework with modern
communicational protocols.
3. To explore IP, Non-IP 10T protocols and Business models used in IloT deployments.
. To Implement lloT Data Analytics and Applications of IIoT in robotics.
Course Qutcomes: On completion of the course, learner will be able to:
Present key skills used in the IloT manufacturing and Embedded systems applications.
Design suitable network architecture with Industrial Ethernet and Gateways.
3. Examine various operating systems, Networking and wireless communication protocols
used in [ToT deployments.
4. Comprehend different protocols and Business models for Industrial Internet of
Everything.
5. Discussed I1oT Data Analytics basic aspects by using Machine Learning algorithms.
Demonstrate cloud-enabled robotics Applications of IloT in robotics.

tw-




Shri Vile Parle Kelavari Mardal's
DWARK.A.DAS J. S.A.NGHVI COLLEGE OF EHGINEERING

Autonomons 'Zrheu- Affiliated 1o the University of ] NiumEa
NAAC Accradited with ' A" Frade (CGPA - 3.18)

Detailed Syllabus:

Unit

Description

Duration

1

Introduction of [loT:

Market Size and Potential Definition IoT v IIoT, Next Generation Sensors,
Sensor’s calibration and validate sensor measurements, placement of [oT devices.
Industrial Internet, Impact of Industrial Internet, Industrial Sensing, low-cost
communication system design, Top application areas include
manufacturing, oil & gas, Embedded systems in the Automotive and
Transportation market segment.

07

| Industrial Internet Architecture Framework

Functional Viewpoint, Operational Domain, Information Domain, Application
Domain, Business Domain, Implementation View point, Architectural Topology,
Three Tier Topology, Data Management, Field Bus Technologies,

Modem Communication Protocols, Industrial Ethernet, Industrial Gateways.

07

I1oT Methodology

Industrial Processes-Features of IloT for Industrial processes, Top operating
systems used in IloT deployments, Networking and wireless communication
protocols used in IloT deployments. Smart Remote Monitoring Unit, components
of monitoring system, control and management, Wireless Sensor Network (WSN).

06

Protocols and Architecture of IloT

WPAN, NFC, WebSockets, Wireless HART Protocol, IP and Non-IP
Protocols, Z-Wave, NB-loT, Business Models of 0T, Categorization of
reference architecture in IIoT, introduction to Interoperable Industrial Internet
of Things (ITRA), IIRA-Framework. [

06

IIoT Data Analytics
Categorization of analytics- IloT and Industry 4.0 context, Usefulness of IfoT |
analytics, implementation of industrial JoT Data flow, Deployment of analytics, |
big data and how to prepare data for machine learning algorithms, Applications of ‘
ML in Industries, Healthcare Applications in industries.

07

case studies: Open issues and challenges.

T

Internet of Robotic Things (IoRT)

Introduction to stationary and mobile robots, Brief introduction to localization,
mapping, planning. and control of robotic systems; Introduction to cloud- enabled
robotics: Applications of IloT in robotics; Architectures for [oRT, Examples and

06

Total

39
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List of Laboratory Ex[ieriments:

Sr. No. Suggested Experiments

1 To implement an Autonomous Inventory Management System Using IloT.

2 To Design a Smart Warehouse System using Industrial IoT and RFID.

3 To Perform Monitoring and Controlling Industrial Equipment using [IoT
Sensors.

4 To design Smart Factory Automation with IloT-Based Wireless Sensor
Networks.

s To analyse cybersecurity risk assessment for safeguarding industrial IoT (IIoT)
environments.

6 To develop an Edge Computing Solution for Industrial loT Applications.

5 To perform Predictive Analytics for Industrial Energy Management using IoT
Data.

8 To perform IloT-Based Environmental Monitoring in Manufacturing Plants.

9 To deploy sensors to monitor machine health parameters (vibration, temperature,
pressure).
To analyse Industrial IoT Device Calibration and Data Transmission using

10
MQTT.

11 To analyse Fault Detection in Industrial Systems Using IoT and Al Techniques.

12 To analyse Remote Condition Monitoring of Power Grids using IloT Solutions.
To perform a system to monitor the location and condition of products in real-
time application using Technologies like Wi-Fi (Indoors: 3050 meters),

13
Bluetooth (10
meters) and LoRaWAN (Urban areas: 3-5 kilometers).
To perform Industrial Robotics Control through loT-Based Network using

14 protocols
like MQTT or HTTP.

& Mini Project( Students with group of 3/4 will develop application based on

Industrial Internet of Thing along with Report).

Any other experiment based on syllabus may be included, which would help the learner
to understand topic/concept.
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Books Recommended:
Text Books:

1. Michael Peppler and Peter Domsch, Hands-On Industrial Internet of Things: Create
a powerful Industrial ToT infrastructure using Industry 4.0 , Packt Press, ISBN:
1789537223, 2018.

2. K. V. S. Murthy and V. S. Kumar, Industrial Internet of Things: Design,
Implementation, and Applications, 15t Edition, CRC Press, ISBN: ISBN
9780367608675, 2024.

3. Shrey Sharma, Mastering IoT for Industrial Environments, 18t Edition Packt
Publishing, ISBN: 9788197081972, 2024

4. Shriram K Vasudevan, Abhishek S. Natarajan, RMD Sundaram, Internet of Things,
Wiley Publishing, ISBN: 9789388991018, 2020.

Reference Books:

1. Alasdair Gilchrist, Industry 4.0: The Industrial Internet of Things, Apress, 2020,
[SBN: 9781484220467.

2. Sudip Misra, Chandana Roy, Anadarup Mukherjee, Introduction to Industrial
Internet of Things and Industry 4.0, CRC Press, 2021, ISBN: 9780367897581.

3. Giacomo Veneri, Antonio Capasso, Hands on Industrial Internet of Things, Packt
Press, 2021, ISBN NO: 978-1789537222.

4. Yashavant Kanetkar, Shrirang Korde, IoT Experiments, BPB Publications.
ISBN: 9789386551832, 2020.

r
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Web resources:

l.Introduction of IloT:https://www trendmicro.com/vinfo/in/security/definition/industrial-
internet-of-things-iiot.

2 IIoT Architecture: https://www spiceworks.com/tech/iot/articles/what-is-iiot/ .

3.Industrial Internet of Things: https:/www.coretigo.com/what-is-the-industrial-intemet-of-
things-iiot-and-what-are-its-benefits/ .

410T Technologies and Protocols:hitps:/azure.microsoft.com/en-us/solutions/iot/iot-
technology-protocols.

5 Industrial IIOE: https://www.techtarget.com/iotagenda/definition/Industrial-Internet-of-Things-
1ToT

6.Robotics Platform for IIOE https://thinkpalm.com/blogs/what-is-the-internet-of-robotic-things-
does-this-concept-help-in-improving-the-connectivity-and-functioning-of-platforms/

Online Courses: NPTEL / Swayam

1. Introduction to Industry 4.0 and Industrial Internet of Things, By Prof. Sudip Misra,
HT Kharagpur.
https://nptel.ac.in/courses/106105195

ACM India Summer School on IoT and Embedded Systems, By prof. Debabrata
Das, 1IT Madras.
https://archive.nptel.ac.in/courses/128/106/128106020/

.tw-.)

3. Fundamentals of sensors, including their classification, By Prof. lMitradip
Bhattacharjee, IISER Bhopal.
https://onlinecourses.nptel.ac.in/noc23_ee95/preview

4. Internet of Things (IoT) and Embedded Systems: By Prof. Sudip Misra, [IT Kharagpur.
https://onlinecourses.nptel.ac.in/noc2?2 _cs53/preview, 1

5. Advanced Sensors and Transducers by Prof. Ankur Gupta, IIT Delhi.
https://onlinecourses.nptel.ac.in/noc23 _eel0S/preview

6. Internet of Things (IoT) for Smart Cities, By Sudip Misra, IIT Kharagpur.
https://onlinecourses.nptel.ac.in/noc23 _cs82/preview
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Continuous Assessment (A):

Theory:
1. One term test of 20 marks and one term

test/presentation/assignment/course  project/Group  discussion/any
other of 15 marks will be conducted during the semester.

2. Total duration allotted for writing Term Test 1 paper is 1 hr.

3. Total duration allotted for writing Term Test 2 paper is 45 minutes.

Laboratory: {Term work)
Term work shall consist of minimum 8§ experiments,
The distribution of marks for term work shall be as follows:
i. Laboratory work (Performance of Experiments): 15 Marks
ii. Journal  documentation  (Mini-Project/Write-up  and/or
Assignments) : 10 marks
The final certification and acceptance of term work will be subject to satisfactory
performance of laboratory work, and upon fulfilling minimum passing criteria in the

term work.

Semester End Examination (B):
Theory:
1. Question paper will be based on the entire syllabus summing up to 65 marks.
2. Total duration allotted for writing the paper is 2 hrs,
Laboratory:
Oral examination will be based on the entire syllabus including, the practical’s

performed during laboratory sessions

o

¢ ' J
N
(P (5 e Xﬁ
Vice Principal

Prepared by Checked by Head of the Department

Principal
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Course : Deep Learning Course Code: DIS22ICC7011
Course Laboratory: Deep Learning Laboratory Course Code: DJS22ICL7011
| Evaluation Scheme
| Teaslling [ Continuous Assessment [ Semester End Examination Marks
(Hours / | marks
( week) (A+B)
T |
| TermTest1 | TermTest2) Total Term Theory
_ Total g
Lectures | Practical Tuterial Credits
! ' 20 15 35 65 100
‘ Laboratery Examination Termwork
. Total
| - Term
: ‘ ' aboratory | Tutorial/Mini work
i Oral Practical Oral& PRk proj:ctt.l o =
| Practical presentatio
8l 2 4 Journal
‘ 25 - - 15 10 25

Pre-requisite:
1. Linear Algebra and Optimization techniques.
2. Probability and Statistical Inference.
3. Python Programming.

Course Objective: The course aims:
|. To introduce fundamental concepts of artificial neural network and different learning
algorithms: supervised and unsupervised neural networks
2. Develop in-depth understanding of the key techniques in designing Deep Network and GAN.
3. To expose Deep Network based methods to solve real world complex problems.

4. To explore applications and challenges in deep learning.

Course Outcomes: At the End of the course, students will be able to
|. Proficient in the basic principles of the fundamental concepts of neural networks and deep
learning.
2. Apply supervised and unsupervised deep learning algorithms
3. Implement deep network training and design concepts.
4. Build solution using appropriate neural network models.
5. Illustrate performance of deep learning models.
6. Understanding of the fundamental concepts about different types of GANS.

s
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Detailed Syllabus: (unit wise)

Unit Description Duration

Introduction to Neural Networks and Deep Learning

Fundamentals of Neural Network and Deep Learning, Machine Learning
vs Deep Learning, Deep Learning applications, Artificial Neural Network
(ANN): Association of biological neuron with artificial network, activation
functions, weights, bias, threshold, learning rate, momentum factor;
McCulloch Pitts Neuron: Theory and architecture; linear separability; Hebb
' Network: Theory and algorithm, ANN architectures. Hyperparameter
tuning and batch normalization

05

Supervised Learning Networks:

Perceptron, Multilayer Perceptrons (MLPs), Representational power of
Perceptron and MLPs, Training rule, Sigmoid neurons, Gradient Descent
and Delta Rule, Multilayer Networks: A differentiable threshold Unit,
Feedforward Neural Networks, Representation Power of Feedforward
Neural Networks; Backpropagation Algorithm: EBPTA, Convergence
and local minima, Regularization for Deep Learning: Parameter Norm
Penalties, Dataset Augmentation, Noise Robustness, Early Stopping,
Sparse Representation, Dropout. Principal Component Analysis
and its

interpretations. Singular Value Decomposition.

08

Convelutional Neural Networks: ;
The Convolution Operation, sparse interactions, parameter sharing,

Pooling, Convolution and Pooling as an Infinity Strong Prior, Variants of |

Basic Convolution Function, Efficient Convolution Algorithms. 06
| Convnet architectures:

Discussions on famous convnet architectures: AlexNet, VGG.
GoogleNet,

ResNet InceptionNets, DenseNets.
Sequence Modelling:

Recurrent Neural Networks (RNN), Bidirectional RNNs, Deep recurrent
4 Networks, Recursive Neural Networks, and the challenges of Long-Term | 07
Dependencies, Echo State Networks, Leaky Units, and The Long Short-{:

Term Memory.

[

Unsupervised Learning Networks:

Kohonen Self-Organizing Feature Maps — architecture, training algorithm,
Kohonen Self- Organizing Motor Map.

Autoencoders:

5 | Independent Component Analysis, Sparse Coding; Undercomplete 07
Autoencoders, Regularized Autoencoders, Stochastic Encoders and
Decoders, Denoising Autoencoders, Contractive  Autoencoders,
Applications of Autoencoders.

Generative Adversarial Networks:

Generative Adversarial Networks (GAN), GAN challenges: Oscillation
6 | Loss, Mode Collapse, Uninformative Loss, Hyper parameters, Tackling 06
GAN challenges, Wasserstein GAN, Cycle GAN, Neural Style Transfer.

‘ \\ Total 39

(m&‘ | +§/7
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List of Laboratory Experiments:
& Sr. No | Suggested Experiments
- 1 Implement Boolean gates using perceptron.
" 2 Implement backpropagation algorithm from scratch.
3 Monitoring and evaluating deep learning models using Tensor flow and Keras.
- 4 Evaluate and analyze Prediction performance using appropriate optimizers for deep
- learning
5 Implement to build CNN models for image categorization.
& g Implement Visualizing Convolutional Neural Network using Tensor Flow with Keras
Data.
& Implement Optical Character Recognition (OCR) Performance Analysis Using
= i} Tesseract,
8 Implement Object detection using RNN using YOLO and Tensor Flow
g 9 Implement Anomaly detection using Self-Organizing Network.
& 10 Implement to compare the performance of PCA and Autoencoders on a given dataset.
~ 11 Build Generative adversarial model for fake (news/image/audio/video) prediction.
Implement Transfer Learning using Pre-trained Models (e.g., VGG16, ResNet) for
S 12 | Image Classification
= 1 Implement Sequence-to-Sequence Model for Text Generation (e.g., using LSTM or
3 | GRU)

Books Recommended:

Text Book
- 1. Dive into Deep Learning: Asaton Zhang, Zhacary Lipton, Mu Li and Alex Smola, December 2022.

2. Understanding Deep Learning, Simon Prince, MIT Press, Dec2023.

3. Simon Haykin, “Neural Networks and Learning Machines™, Pearson Prentice Hall, 3rd Edition,
~ 2010.

4. S.N. Sivanandam and S. N. Deepa, “Introduction to Soft Computing”, Wiley India Publications, 3rd
Edition, 2018.

5. David Foster, “Generative Deep Learning”, O'Reilly Media, 2019.

~ 6. Denis Rothman, “Hands-On Explainable Al (XAI) with python™, Packt, 2020.

Reference Books:

- 1. Ian Goodfellow and Yoshua Bengio and Aaron Courville, “Deep Learning”™, An MIT Press, 2016 .
L}
~ 2 Franc;;)is Chollet, *Deep Learning with Python”, Manning Publication, 2017.

~ 3. Josh Patterson, Adam Gibson, “Deep Learning: A Practitioner's Approach”, O’Reilly Publication,
2017.

4, Andrew W. Trask, Grokking, “Deep Learning”, Manning Publication, 2019.

5. John D. Kelleher, “Deep Learning™, MIT Press Essential Knowledge sgyies, 2019.

- t W y
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Web resources:

1.Coursera:
Deep Learning Specialization
htips://www.coursera.org/specializations/deep-learning#courses. -

Online Courses: NPTEL / Swayam “

1. Deep Learning, By Prof. Prabir Kumar Biswas, I[IT Kharagpur
https://onlinecourses.nptel.ac.in/noc22_cs22/preview

Evaluation Scheme:

Continuous

Assessment (A):

Theory:

1. One term test of 20 marks and one term test/presentation/assignment/course
project/Group discussion/any other of 15 marks will be conducted during the
semester.

2. Total duration allotted for writing Term Test 1 paper is 1 hr. -

3. Total duration allotted for writing Term Test 2 paper is 45 minutes.

Laboratory: {Term work) -
Term work shall consist of minimum 8 experiments.
The distribution of marks for term work shall be as follows:
i. Laboratory work (Performance of Experiments): 15 Marks
ii. Journal documentation (Write-up and/or Assignments): 10 marks
The final certification and acceptance of term work will be subject to satisfactory =
performance of laboratory work, and upon fulfilling minimum passing criteria in the term
work.
Semester End Examination (B):
Theory: .
1. Question paper will be based on the entire syllabus summing up to 65 marks.
2.Total duration allotted for writing the paper is 2 hrs.
Laboratory: L
Oral examination will be based on the entire syllabus including, the practical’s
performed during laboratory sessions

— \§
= “&1 N KJ o)p“n a -
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ENGINEERING

~| Program: B.Tech in Compl.lter Science and Engineering (JoT and | pio.1 Vear Bech |Semester : VII
| Cybersecurity with Block chain Technology)
~ |
| Course : Malware Analysis Course Code: DJS22ICC7012
il
l Course Laboratory: Malware Analysis Laboratory Course Code: DJS221CL7012
I Teaching Scheme Evaluation Scheme
g (Hours / week) Continuous Assessment Semester End Examination ' Total
< Marks (A) Marks (B) | marks
; | T 1i — | (A+B)
e ‘ | ! Term Term Total Theory
. Total Test ] Test 2
~ | Lectures| Practical| Tutoerial| Credits .
X ‘ 20 ' 15 35 65 100
1 J
| ‘ Term Work Laboratory Examination
~| | e
Y ‘ 'Work presentation/ | work Oral Practical ;)ral '&1 50
3 2 = 4 Journal/ ractica
= Practical
! |
= ‘ 15 10 25 | 25 2 -
-~ Prerequisite:
1. Applied Cryptography
2. Network Security
g 3. Vulnerability Assessment and Penetration Testing
~ Course Objectives: The objective of the course is
- |. To introduce the fundamentals of malware, types and its effects.
- 5. To learn basic and advanced malware analysis techniques.
-+ 3. To analyze malware samples using static, dynamic analysis, and reverse engineering techniques.
4. To detect and analyze obfuscation and anti-malware technicques.
Course Outcomes: On completion of the course, learner will be able to:
& 1. Identify different types of malware and understand their functionalities.
~ 2. Apply static and dynamic analysis techniques to analyze sophisticated malware threats
~ 3. Use appropriate tools and techniques to analyze malicious code.
e 4. Explore advanced obfuscation methods.

Lw-
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Detailed Syllabus:

Unit ] Description ‘ Duratio
n

1 I[ntroduction Malware Analysis: i
‘ Introduction, Techniques, Types of malware, General rules for Malware Analysis. ‘

Malware Taxonomy - Malware Attack Life Cycle - The Combat Teams - Anti- |
| malware Products- Reverse Engineering for Windows and Linux systems. |

| | Basic Static Techniques: ‘
Antivirus Scanning, Hashing, Finding Strings, Packed and Obfuscated Malware,

Portable Executable Malware, Portable executable File Format, Linked lerarles'

l and Functions, Static Analysis, The PE file headers and sections, I

06

3  Advanced Static Analysis: ]

|| The Stack, Conditionals, Branching, Rep Instructions, Disassembly, Global and |

local variables, Arithmetic operations, Loops, Function Call Conventions, C Main

' Method and Offsets. Portable Executable File Format, The PE File Headers and ‘ 07
Sections, IDA Pro, Function analysis, Graphing, The Structure of a Virtual Machine, |

| Analyzing Windows programs, Anti-static analysis techniques, obfuscation, |
packing, metamorphism, ‘
polymorphism.

4 |Advanced Dynamic Analysis: ‘ j

|
| Live malware analysis, dead malware analysis, analyzing traces of malware, system

' calls, api calls, registries, network activities. Anti-dynamic analysis techniques, VM
| detection techniques, Evasion techniques, , Malware Sandbox, Monitoring with
' Process Monitor, Packet Sniffing with Wireshark, Kernel vs. User-Mode Debuggmgﬂ
OllyDbg, Breakpoints,

Tracing, Exception Handling, Patching

07

5 Malware Functionality:

| | Downloaders and Launchers, Backdoors, Credential Stealers, Persistence
Mechanisms, Handles, Mutexes, Privilege Escalation, Covert malware launching-
Launchers, Process Injection, Process Replacement, Hook Injection, Detours, APC |

|

07

injection. |
6 Obfuscation Techmiques:

File Obfuscation - Binary Obfuscation Techniques - Assembly of data - Encrypted
data identification - Decrypting with x86dbg - Control flow flattening obfuscation -
Garbage code insertion - Dynamic library loading

06

|
!
i | - Total| 39
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List of Laboratory Experiments:
Sr. No. Suggested Experiments
1 Setting up a malware analysis environment using VirtualBox, VMware, and
Remnux .
2 Identify malware using file hashing techniques (MD35, SHA-256) to verify integrity
and detect tampering.
3 Examine malware using Portable Executable (PE) analysis tools such as PEiD and
Exeinfo PE to gather insights into executable file structures.
4 Execute malware safely in a sandboxed environment (Cuckoo Sandbox) to
observe its runtime behavior and interactions.
= Monitor malware activities using Process Monitor and Process Explorer to track
¥ system changes and detect malicious operations.
6 Investigate malware persistence mechanisms using Autoruns to analyze auto-
starting entries and registry modifications.
7 Analyze memory dumps using the Volatility framework to extract forensic
artifacts and detect hidden malware.
De-obfuscate malware through XOR decryption to reveal hidden payloads and
8 bypass encoding mechanisms.
9 Debug and analyze packed malware samples using OllyDbg to unpack and
examine malicious binaries.
10 Study real-world ransomware samples in a secure environment to understand their
encryption techniques and impact.
Reverse-engineer malware binaries using tools like Radare2 and Ghidra to
2 analyze their internal structure and functionality.
12 Implement malware workflow orchestration using Apache Airflow or Jenkins to
automate the analysis pipeline.
1 13 Utilize VirusTotal API for online scanning and reputation analysis of suspicious
i files and URLs.
|
14 Develop and apply basic YARA rules for signature-based malware detection.
Conduct Android malware analysis using MobSF to examine malicious
15 applications and identify security threats.

Any other experiment based on syllabus may be included, which would help the leamer to
understand topic/concept.
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Books Recommended:
Text Books:

1. Abhijit Mohanta, Anoop Saldanha, Malware Analysis and Detection Engineering
a Comprehensive Approach to Detect and Analyze Modern Malware, 1st edition,
Apress ISBN 978-1-4842-6192-7, 2020.

2. 8. Oriyano and M. Solomon, Hacker Techniques, Tools, and Incident Handling,
3rd Edition, J B Learning, 2020.

3. Michael Sikorski and Andrew Honig, Practical Malware Analysis No Starch Press,
ISBN: 9781593272906 2012

4. Alexey Kleymenov, Amr Thabet Mastering Malware Analysis Packt Publishing 2019

Reference Books:

1. Jamie Butler and Greg Hoglund, “Rootkits: Subverting the Windows
Kernel” by 2005, Addison-Wesley Professional.

2. Bruce Dang, Alexandre Gazet, Elias Bachaalany, SébastienJosse, "Practical
Reverse Engineering: x86, x64, ARM, Windows Kermnel, Reversing Tools, and
Obfuscation”, 2014.

3. Victor Marak, "Windows Malware Analysis Essentials" Packt Publishing,
O’Reilly, 2015.

4. Ken Dunham, Shane Hartman, Manu Quintans, Jose Andre Morales, Tim
Strazzere, "Android Malware and Analysis",CRC Press, Taylor & Francis
Group, 20135.

5. Windows Malware Analysis Essentials by Victor Marak, Packt Publishing, 2015.

Web resources:
1. OWASP (Open Web Application Security Project) —

https://owasp.org/ hittps://www.coursera.org/learn/malware-analysis-and-assembly
Penetration Testing Execution Standard (PTES) — http://www.pentest-standard.org/
SANS Institute - https://www.sans.org/

Metasploit Unleashed - https://www.metasploitunleashed.com/ .

CERT (Computer Emergency Response Team) - https://www.cert.org/

s W

Online Courses: NPTEL / Swayam
1. Ethical Hacking: NPTEL :: Computer Science and Engineering - NOC:Ethical Hacking
2. Cyber Security: https:/nptel.ac.in/courses/108/106/108106069/
3, Malware Analysis and Introduction to Assembly Language by IBM Skills
Network Team htips:/www.coursera.org/learn/malware-analysis-and-
assembly#modules
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Continuous Assessment (A):
Theory:
1. One term test of 20 marks and one term
test/presentation/assignment/course project/Group discussion/ any other of 15
marks will be conducted during the semester.
2. Total duration allotted for writing Term Test 1 paper is 1 hr.
3. Total duration allotted for writing Term Test 2 paper is 45 minutes.
Laboratory: (Term work)
Term work shall consist of minimum 8 experiments.
The distribution of marks for term work shall be as follows:
i. Laboratory work (Performance of Experiments): 15 Marks
ii. Journal documentation {Write-up and/or Assignments): 10 marks
The final certification and acceptance of term work will be subject to satisfactory
performance of laboratory work, and upon fulfilling minimum passing criteria in
the term work.

Semester End Examination (B):
Theory:
1. Question paper will be based on the entire syllabus summing up to 65 marks.
2. Total duration allotted for writing the paper is 2
hrs. Laboratory:
Oral examination will be based on the entire syllabus including, the practical’s

performed during laboratory sessions

%by = (XM\W ' VD&«W ;

B ecked by = Head of the Department ice Principal Principal
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[Program: .B.Tech in Computer Science and Engineering (IoT and Cybersecurity with Final Year BTech [ Semester : VII
Block chain Technology)
Course: Software Testing and Quality Assurance Course Code: DJS22ICC7013
| Course Laboratory: Software Testing and Quality Assurance Laboratory Course Code: DJS2ZICLT013
Teaching Scheme Evaluation Scheme
(ot eek) Continuons Assessment | Semester End Examination MEII‘I{S(B)1 Total
Marks (A) marks
—_— I S
| Term Test Term Test| Total Theory (i)
Total | 1 2 '
Lectures| Practical| Tatorial| Credits
‘ 20 15 35 65 100
Term Work Laboratory Examination
| | |
| _.Labmmryl Tutorial/ | Total ‘ |
' Work Mini project/| Term | . Practical | Oral& | 50
3 2 = 4 presentation/| work | Practical
Journal/
Practical _
15 10 25 | 25 3 = ]

Pre-requisite: Secure Software Engineering

Course Objectives: The objectives of the course are:

Practices that support the production of quality software

Software testing techniques and quality models

Life-cycle models for requirements, defects, test cases, and test results
Process models for units, integration, system, and acceptance testing

= e =

Course Qutcomes: On completion of the course, learners will be able to:

Use various Software testing techniques to produce quality software.
Design process models for units, integration, system, and acceptance testing
Construct and Analyze Control Flow Graphs and Data Flow Graph.

Apply System Testing and Functional Testing Techniques

Design and develop automated test case.

Identify various Quality Models.

A S I e
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Detailed Syllabus:
Unit Description Duration

Introduction:
Software Quality, Role of testing, verification and validation, objectives and issues
of testing, testing activities and levels, Sources of Information for Test Case 04

1 Selection, Introduction to Testing techniques. Introduction to Testing strategies,
Test Planning and Design, Monitoring andMeasuring Test Execution, Test Tools
and Automation, Test TeamOrganization and Management.
System testing techniques and strategies:
Unit Testing:
Concept of Unit Testing, Static Unit Testing, Defect Prevention, Dynamic Unit
Testing, Mutation Testing, Debugging, Unit Testing in eXtremeProgramming
System Integration Testing:
Concept of Integration Testing, Different Types of Interfaces and Interface Errors, 08

2 Introduction: Granularity of System Integration Testing, System Integration
Techniques, Software and Hardware Integration, Test Plan for System Integration,
Off-the-Shelf Component Integration, Off-the-Shelf Component Testing, Built-in
Testing.
Acceptance Testing: Types of Acceptance Testing, Acceptance Criteria, Selection
of Acceptance Criteria, Acceptance Test Plan, Acceptance Test Execution,
Acceptance Test Report, Acceptance Testing in eXtreme Programming.
Control Flow Testing:
QOutline of Control Flow Testing, Control Flow Graph, Paths in a Control Flow
Graph, Path Selection Criteria, All-Path Coverage Criterion, Statement Coverage

3 | Criterion, Branch Coverage Criterion, Predicate Coverage Criterion, Generating 07
Test Input, Examples of Test Data Selection.
Data Flow Testing:
Data Flow Anomaly, Overview of Dynamic Data Flow Testing, Data Flow Graph,
Data Flow Terms, Data Flow Testing Criteria, Comparison of Data Flow Test
Selection Criteria, Feasible Paths and Test Selection Criteria, Comparison of Testing
Techniques.
System Test Categories:
Introduction to Basic Tests, Functionality Tests, Robustness Tests, Interoperability
Tests, Performance Tests, Scalability Tests, Stress Tests, Loadand Stability Tests,
Reliability Tests, Regression Tests, Documentation Tests.
System Test Execution: 08
Introduction to Preparedness to Start System Testing, Metrics for Tracking System

4 Test, Metrics for Monitoring Test Execution, Beta Testing, First Customer
Shipment, System Test Report, Product Sustaining, Measuring Test Effectiveness.
Functional Testing:
Equivalence Class Partitioning, Boundary Value Analysis, Decision Tables,
Random Testing, Error Guessing, Category Partition.
System Test Design:
Test Design Factors, Requirement Identification, Characteristics of Testable
Requirements, Test Design Preparedness Metrics.Test Case Design Effectiveness.

ST
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System Test Planning and Automation:

Structure of a System Test Plan, Introduction and Feature Description,
Assumptions, Test Approach, Test Suite Structure, Test Environment, Test 06
Execution Strategy, Test Effort Estimation, Scheduling and Test Milestones,
System Test Automation, Evaluation andSelection of Test Automation Tools,
Test Selection Guidelines for Automation, Characteristics of Automated Test
Cases, Structure of an Automated Test Case, Test Automation Infrastructure

Software Quality:
Five Views of Software Quality, McCall’s Quality Factors and Criteria, Quality 06
Factors Quality Criteria, Relationship between Quality Factors and Criteria,
Quality Metrics, ISO 9126 Quality Characteristics, ISO 9000:2000 Software
Quality Standard ISO 9000:2000 Fundamentals, ISO 9001:2000
Requirements

Total 39

Suggested List of Experiments:

Sr. Title of Experiments
No.
1. | Detailed Test Plan in IEEE format for given case study.
2. | Design test cases and prepare test case verification document for given scenario.
3. Prepare Defect tracker database.
4, Perform White Box Testing or control flow testing for an application.
5. | Write test scripts for system using automation tool katalon studio.
6. Create test suite and generate reports using katalon studio.
. Integrate Jira tool with katalon studio for generating defect tracker.
8. Study different software quality standards.
9. To study software Automation Testing with JMeter
10. | To study software Automation Testing tool WinRunner for Setting Up the GUI Map
11. | To study software Automation Testing tool WinRunner for Checking GUI Objects
12. To study software Automation Testing tool WinRunner Creating Data-Driven Tests

Any other experiment based on syllabus may be included, which would help the learner to understand
topic/concept.

B
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Books Recommended:

Text books:

1.Sagar Naik , Piyu Tripathy .Software Testing and Quality Assurance: Theory and Practice, ,
University of Waterloo,, Wiley, 2008.

2.Roger Pressman, Software Engineering: A Practitioners Approach, McGraw-HillPublications.2011
3.William Perry.Effective methods for Software Testing , Wiley. Third Edition. 2006.

4.Matthew Heusser, Michael Larsen .Software Testing Strategies: A testing guide for the 2020s, .
Packt Publishing Ltd, 2023.

Reference Books:
1. Paul C. Jorgensen ,Software Testing - A Crafisman’s Approach, , CRC Press, 1995.
2. Srinivasan Desikan and Gopalaswamy Ramesh .Software Testing,— Pearson Education 2006.

.

Web resources:
1. Software Testing- https://www.ibm.com/topics/sofiware-testing

2. Software Testing Tutorial- https://www.guru99.com/software-testing.html

—-

Online Courses: NPTEL / Swayam

1. Saoftware Testing, By Prof. Meenakshi D'souza .IlIT Bangalore
https://onlinecourses.nptel.ac.in/noc22_¢s61/preview
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Continuous Assessment (A):
Theory:
1.0ne term test of 20 marks and one term test/presentation/assignment/course project/Group
discussion/ Case study of 15 marks will be conducted during the semester.
2.Total duration allotted for writing Term Test 1 paper is 1 hr.

3.Total duration allotted for writing Term Test 2 paper is 45 minutes.

Laboratory: (Term work):
Term work shall consist of minimum 8 experiments.
The distribution of marks for term work shall be as follows:
i. Laboratory work (Performance of Experiments): 15 Marks

it. Journal documentation (Write-up and/or Assignments): 10 marks
The final certification and acceptance of term work will be subject to satisfactory performance of
laboratory work, and upon fulfilling minimum passing criteria in the term work.

Semester End Examination (B):
Theory:
1. Question paper will be based on the entire syllabus summing up to 65 marks.
2. Total duration allotted for writing the paper is 2 hrs.

Laboratory:
Oral examination will be based on the entire syllabus including, the practical’s performed during laboratory

4 ! i . ¢ o
5 e o
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Program: B.Tech in Computer Science and Engineering (IoT and Final Year Semester : VII
Cybersecurity with Block chain Technology) B.Tech
Course: Product Lifecycle Management Course Code: DJS221LO7611
Teaching Scheme Evaluation Scheme
e Continuous Assessment Semester End Examination Total
Marks (A) Marks (B) e
(A+B)
Term Term Total Theory

Total | Test1 | Test2
Lectures| Practical| Tutorial| Credits

20 15 35 65 100
Term Work Laboratory
]' Examination
Laboratory | Tutorial/Mini| Total " '
Work project/ Term Oral Practical Oral & -
i £ . presentation/ | work Practical
- Journal/
Practical

Prerequisite: Knowledge of basic concepts of Management.

Course Objectives: The objective of the course is:

To familiarize the students with the need. benefits and components of PLM

To acquaint students with Product Data Management & PLM strategies

To give insights into new product development program and guidelines for
designing and developing a product

4. To familiarize the students with Virtual Product Development

[P I S R

Course Outcomes: On completion of the course, learner will be able to:
1. Gain knowledge about phases of PLM. PLM strategies and methodology for

PLM feasibility study and PDM implementation.
Ilustrate various approaches and techniques for designing and developing products.
3. Apply product engineering guidelines / thumb rules in designing products

for moulding .machining, sheet metal working etc.
4. Acquire knowledge in applying virtual product development tools for

components, machining and manufacturing plant

e

WNW .
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Detailed Syllabus (Unit wise)

Unit Description | Duration
in Hours

Introduction to Product Lifecycle Management (PLM): Product Lifecycle
Management (PLM), Need for PLM, Product Lifecycle Phases, Opportunities of
Globalization, Pre-PLM Environment, PLM Paradigm, Importance & Benefits of PLM,
Widespread Impact of PLM, Focus and Application, A PLM Project, Starting the PLM
Initiative, PLLM Applications

PLM Strategies: Industrial strategies, Strategy elements, its identification, selection and
implementation, Developing PLM Vision and PLM Strategy, Change management for
PLM

49

Product Design: Product Design and Development Process, Engineering Design,
Organization and Decomposition in Product Design, Typologies of Design Process Models,
Reference Model, Product Design in the Context of the Product Development Process,
Relation with the Development Process Planning Phase, Relation with the Post design
2 Plapning Phase, Methodological Evolution in Product Design, Concurrent Engineering, 08
Characteristic Features of Concurrent Engineering, Concurrent Engineering and Life Cycle
Approach, New Product Development (NPD) and Strategies, Product Configuration and
Variant Management, The Design for X System, Objective Properties

and Design for X Tools, Choice of Design for X Tools and Their Use in the Design Process

Product Data Management (PDM): Product and Product Data, PDM systems and
importance, Components of PDM, Reason for implementing a PDM system, financtal
justification of PDM, barriers to PDM implementation

3 Virtual Product Development Tools: For components, machines, and manufacturing 08
plants, 3D CAD systems and realistic rendering techniques, Digital mock-up, Model
building, Model analysis, Modelling and simulations in Product Design, Examples/Case
studies

Integration of Environmental Aspects in Product Design: Sustainable Development
Design for Environment, Need for Life Cycle Environmental Strategies, Useful Life
4 Extension Strategies, End-of-Life Strategies, Introduction of Environmental Strategies into 07
the Design Process, Life Cycle Environmental Strategies and Considerations for Product
Design.

|

Life Cycle Assessment and Life Cyele Cost Analysis: Properties, and Framework of Life
Cycle Assessment, Phases of LCA in ISO Standards, Fields of Application and Limitations
5 of Life Cycle Assessment, Cost Analysis and the Life Cycle Approach, General Framework 07 .
for LCCA, Evolution of Models for Product Life Cycle Cost Analysis J

o S

| Total 3;9

Books Recommended:
Text books:

1. Product Lifecycle Management: Paradigm for 21st Century Product
Realization, John Stark,Springer-Vetlag, 2004,
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